
Hydr Privacy & Cookies Policy


We are HN Flow Ltd (trading as Hydr) ("Hydr", "we" or "us") and we are a "controller" for the purposes 
of data protection legislation. This means that we are responsible for, and control the processing of, 
your personal information.  


We take your privacy very seriously and we ask that you read this Policy carefully as it contains 
important information on what personal information we collect about you, what we do with that 
information, and the situations in which we may share your information with other businesses.  


This Policy applies to personal data processed by or collected on behalf of Hydr. We may collect 
information from you when you visit our website, use our services, contact us by telephone or email or 
receive a communication from us relating to your service.


How we use your information


We will collect your personal information for purposes set out below. We have also indicated below 
which legal basis allows us to use your information in this way:


a) to perform our contract with you for the use of our services or for taking steps prior to entering 
into it during the application stage (legal basis: to perform a contract that we have entered 
into with you) including:


i. administering and managing your account and associated services, updating your 
records and tracing your whereabouts to contact you about your account;


ii. sharing your personal data with certain third-party service suppliers such as 
background check service providers;


iii. all stages and activities relevant to managing your account including enquiry, 
application, administration and management of accounts and illustrations;


iv. to manage how we work with other companies that provide services to us and our 
customers; and


v. to exercise our rights set out in agreements and contracts;


b) to comply with our legal obligations (legal basis: because it is necessary for compliance with 
a legal obligation) including:


i. to carry out identity checks, anti-money laundering checks and checks with Fraud 
Prevention Agencies pre-application, at the application stage and periodically after;


ii. for compliance with laws that apply to us;


iii. for establishment, defence and enforcement of our legal rights;


iv. for activities relating to the prevention, detection and investigation of crime;


v. to carry out monitoring and to keep records;


vi. to deal with requests from you to exercise your rights under data protection laws; and




vii. to process information about a crime or offence and proceedings related to that (in 
practice this will be relevant if we know or suspect fraud);


c) when we share your personal data with these other people or organisations (legal basis: to 
perform a contract that we have entered into with you or because it is in our legitimate 
interests as a business) including:


i. other payment services providers such as when you ask us to share information 
about your account with them;


ii. any broker or other intermediary who introduced you to us;


iii. our legal and other professional advisers, auditors and actuaries;


iv. financial institutions and trade associations;


v. Fraud Prevention Agencies;


vi. law enforcement agencies and governmental and regulatory bodies such as HMRC, 
the Financial Conduct Authority, the Prudential Regulation Authority, the Ombudsman 
and the Information Commissioner’s Office (depending on the circumstances of the 
sharing);


vii. courts and to other organisations where that is necessary for the administration of 
justice, to protect vital interests and to protect the security or integrity of our business 
operations;


viii. tax authorities who are overseas for instance if you are subject to tax in another 
jurisdiction we may share your personal data directly with relevant tax authorities 
overseas (instead of via HMRC);


ix. other organisations and businesses who provide services to us such as back up and 
server hosting providers, IT software and maintenance providers, document storage 
providers and suppliers of other back office functions;


x. buyers and their professional representatives as part of any restructuring or sale of 
our business or assets;


xi. Credit Reference Agencies (see below where we explain more); and


xii. Market research organisations who help us to develop and improve our products and 
services;


d) where we consider that, on balance, it is appropriate for us to do so (legal basis: because it is 
in our legitimate interests as a business) including:


i. administering and managing your account and services relating to that, updating your 
records, tracing your whereabouts to contact you about your account, and doing this 
for recovering debt;




ii. to test the performance of our products, services and internal processes;


iii. to adhere to guidance and best practice under the regimes of governmental and 
regulatory bodies such as HMRC, the Financial Conduct Authority, the Prudential 
Regulation Authority, the Ombudsman and the Information Commissioner’s Office;


iv. for management and audit of our business operations including accounting;


v. to carry out searches at Credit Reference Agencies;

vi. to carry out monitoring and to keep records;

vii. to administer our good governance requirements;

viii. to conduct research, statistical analysis and behavioural analysis;

ix. to customise our website and its content to your particular preferences;

x. to improve our products and services;

xi. to notify you of any changes to our website or to our services that may affect you; 

and

xii. for some of our profiling and other automated decision making, in particular where 

this does not have a legal effect or otherwise significantly affect you.




Marketing


We may periodically send promotional emails about new products, special offers or other information 
which we think you may find interesting using the email address which you have provided, unless you 
have asked us not to.


From time to time, we may also use your information to contact you for market research purposes. We 
may contact you by email, phone, fax or mail. We may use the information to customise the website 
according to your interests.


You can opt out of receiving emails from us at any time by emailing us at hello@hydr.co.uk. Please see 
'The right to ask us to stop contacting you with direct marketing' below for further information.


Information which we may collect


We collect personal information about you when you register with us, contact us or make use of our 
services. 


We may collect the following personal information:


a) identity data, including your full name, driving licence details and passport details;

b) contact data, including your postal address, email address and telephone numbers;

c) financial data, including bank account details;

d) transaction data, including details of your payments;

e) technical data, including your internet protocol (IP) address, your login data, browser type 

and version, time zone setting and location, browser plug-in types and versions, operating 
system and platform, and other technology on the devices you use to access the services; 


f) an electronic image of your signature; 

g) what we learn about you from letters, emails and conversations between us; and

h) personal data about your credit history which we will obtain from Credit Reference Agencies 

(CRAs) including data which originates from Royal Mail (UK postal addresses), local 
authorities (electoral roll), the insolvency service, Companies House, other lenders and 
providers of credit who supply data to the CRAs, court judgments, decrees and 
administration orders made publicly available through public registers.


We may also collect personal information about you from other sources which we will add to the 
information we already hold about you in order to help us improve our products and services, and 
carry out the services that we provide to you as follows:


a) companies that introduce you to us;


b) brokers;


c) Credit Reference Agencies;


d) Fraud Prevention Agencies;


e) public information sources such as Companies House;


f) agents working on our behalf;


g) market researchers; and
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h) government and law enforcement agencies.


We do not collect any Special Categories of Personal Data about you (this includes details about 
your race or ethnicity, religious or philosophical beliefs, sex life, sexual orientation, political 
opinions, trade union membership, information about your health, and genetic and biometric data). 


Where we need to collect personal data by law, or under the terms of a contract we have with you, 
and you fail to provide that data when requested, we may not be able to perform the contract we 
have or are trying to enter into with you (for example, to provide you with the services). In this case, 
we may have to cancel a service you have with us but we will notify you if this is the case at the 
time.


We may also collect anonymised and aggregated data about your use of the services, to help us 
improve our service offerings and understand the use of our services. Where we collect such data, 
this will be held on an indefinite basis.


Personal data about other individuals


If you make an application for your business, we will also collect the personal data mentioned above 
about all individuals who you have a financial link with or professional link through your company, for 
example other directors or officers of your company, who you must include on the application form.


You must show this Policy to any other applicants (including all beneficial owners and directors) and 
ensure they know you will share their personal data with us for the purposes described in it.


We may use an external agency to carry out background checks on directors and gather publicly held 
data to run authentication and world checks.


If the data we gather is insufficient to allow us to run these checks, we will request them directly from 
you.


Credit checking


To process your application, we will perform credit and identity checks on you with one or more Credit 
Reference Agencies (CRAs). Where you take products or services from us we may also make periodic 
searches at CRAs to manage your account with us.


To do this, we will supply your personal data to CRAs and they will give us information about you. This 
will include information from your credit application and about your financial situation and financial 
history. CRAs will supply to us both public (including the electoral register) and shared credit, financial 
situation and financial history information and fraud prevention information.


We will use this information to:


a) Assess your creditworthiness;


b) Verify the accuracy of the data you have provided to us;


c) Prevent criminal activity, fraud and money laundering;


d) Manage your account(s) on the App;


e) Trace debts; and


f) Ensure any offers provided to you are appropriate to your circumstances.




When CRAs receive a search from us they will place a search footprint on your credit file that may be 
seen by other lenders.


If you are making a joint application or tell us that you have a financial associate, we will link your 
records together, so you should make sure you discuss this with them, and share with them this 
information, before lodging the application. CRAs will also link your records together and these links 
will remain on your and their files until such time as you or your partner successfully files for a 
disassociation with the CRAs to break that link.


The identities of the CRAs, their role also as Fraud Prevention Agencies, the data they hold, the ways 
in which they use and share personal data, data retention periods and your data protection rights with 
the CRAs are explained in more detail at www.experian.com/privacy/ 


The CRAs also collect and use personal data for marketing and data profiling activities, to create data 
modelling tools. These tools are used to model customer behaviour to support marketing, research, 
brand and product communication campaigns.


You can find out more about how CRAs use your data and how you can opt out at www.experian.co.uk/
privacy/consumer-information-portal/   


Fraud Prevention


Before we provide services to you, and in order to determine eligibility as a potentially financeable 
invoice, we undertake checks for the purposes of preventing fraud and money laundering and to verify 
your identity. These checks require us to process personal data about you. 


When we and Fraud Prevention Agencies process your personal data, we do so on the basis that we have a 
legitimate interest in preventing fraud and money laundering, and to verify identity, in order to protect our 
business and to comply with laws that apply to us. Such processing is also a contractual requirement of the 
services or financing you have requested.


We, and Fraud Prevention Agencies, may also enable law enforcement agencies to access and use your 
personal data to detect, investigate and prevent crime.


Fraud Prevention Agencies can hold your personal data for different periods of time, and if you are considered 
to pose a fraud or money laundering risk, your data can be held for up to six years.


Sharing under change of business ownership


In the event that we sell or buy any business or assets, we may disclose your personal data to the prospective 
seller or buyer of such business or assets.


If Hydr or substantially all of its assets are acquired by a third party, the personal data we hold about our 
customers will be one of the transferred assets.


How long we will keep your personal information


We will keep your personal data for 7 years from end of last financial year of our business relationship 
with you. This includes credit agreements, applications forms (paper and electronic), ID provided, 
credit scores, payments default records and complaints. We keep data relating to prospective and 
indicative customer enquiries for 6 months following the expiry of the quote or illustration. After this 
time, the data is securely disposed of.
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We will only retain your personal data for as long as reasonably necessary to fulfil the purposes we 
collected it for, including for the purposes of satisfying any legal, regulatory, tax, accounting or 
reporting requirements. We may retain your personal data for a longer period in the event of a 
complaint or if we reasonably believe there is a prospect of litigation in respect to our relationship with 
you.


In some circumstances we will anonymise your personal data (so that it can no longer be associated 
with you) for research or statistical purposes, in which case we may use this information indefinitely 
without further notice to you.


Our approach to information security


To protect your information, Hydr has policies and procedures in place to make sure that only 
authorised personnel can access the information, that information is handled and stored in a 
secure and sensible manner and all systems that can access the information have the necessary 
security measures in place. To achieve this, all employees, contractors and sub-contractors have 
roles and responsibilities defined in those policies and procedures.


To make sure all employees, contractors and subcontractors understand these responsibilities they 
are provided with the necessary training and resources they need.


In addition to these operational measures, we also use a range of technologies and security 
systems to reinforce the policies.


To make sure that these measures are suitable, vulnerability tests are run regularly. Audits to 
identify areas of weakness and non-compliance are routinely scheduled. Additionally, all areas of 
the organisation are constantly monitored and measured to identify problems and issues before 
they arise.


Transfers of your information out of the EEA or UK


Whenever we transfer your personal data out of the United Kingdom (UK) or European Economic Area 
(EEA), we ensure it is done so in accordance with the relevant data protection legislation. Where the 
third country does not have an adequacy decision we will put in measures such as the Standard 
Contractual Clauses to ensure that your personal data is protected. 


Please contact us if you want further information on the specific mechanism used by us when 
transferring your personal data out of the EEA or UK.


Your rights


In order to process any of the requests listed below, we may need to verify your identity for your 
security. In such cases your response will be necessary for you to exercise this right.


The right to access information we hold about you


At any point you can contact us to request that the information we hold about you as well as why 
we have that information, who has access to the information and where we got the information. 
Once we have received your request we will respond within 30 days. 




The right to correct and update the information we hold about you


If the data we hold about you is out of date, incomplete or incorrect, you can inform us and we will 
ensure that it is updated.


The right to have your information erased


If you feel that we should no longer be using your data or that we are illegally using your data, you 
can request that we erase the data we hold. When we receive your request, we will confirm 
whether the data has been deleted or tell you the reason why it cannot be deleted. 


The right to object to processing of your data


You have the right to request that Hydr stops processing your data. Upon receiving the request, we 
will contact you to tell you if we are able to comply or if we have legitimate grounds to continue. If 
data is no longer processed, we may continue to hold your data to comply with your other rights. 


The right to ask us to stop contacting you with direct marketing


You have the right to request that we stop contacting you with direct marketing. In order to process your 
request we may need to verify your identity for your security. 


The right to data portability


You have the right to request that we transfer your data to another controller. Once we have received 
your request, we will comply where it is feasible to do so. 


The right to complain


You can make a complaint to us by contacting us via complaint@hydr.co.uk or to the data protection 
supervisory authority – in the UK, this is the Information Commissioner's Office, at https://ico.org.uk/. 


Consent


In those cases where we need your consent to hold your information, we will ask you to check a box 
on any form requiring consent.  By checking these boxes you are stating that you have been informed 
as to why Hydr is collecting the information, how it will be used, for how long it will be kept, who else 
will have access to it and what your rights are as a data subject. 


Sharing your information


Where necessary to fulfil our obligations to you, Hydr may pass your details to third parties where 
this is necessary for the functioning of our product. We may share your personal information with 
these organisations:


a) agents and advisers who we use to help run your accounts and services and explore new 
ways of doing business;


b) HM Revenue & Customs, regulators and other authorities;


c) UK Financial Services Compensation Scheme;


d) Credit Reference Agencies;
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e) Fraud Prevention Agencies;


f) any party linked with you or your business’s product or service;


g) companies we have a joint venture or agreement to co-operate with;


h) organisations that introduce you to us;


i) companies that we introduce you to; 


j) market researchers;


k) price comparison websites and similar companies that offer ways to research and apply for 
financial products and services; and


l) companies you ask us to share your data with.


We may need to share your personal information with other organisations to provide you with the 
services you have chosen.


Cookies and Tracking


Use of cookies


A cookie is a small text file which is placed onto your computer (or other electronic device) when you 
access our website. We use cookies on this website to:


a) recognise you whenever you visit this website (this speeds up your access to the website 
as you do not have to log in each time);


b) obtain information about your preferences, online movements and use of the internet;

c) carry out research and statistical analysis to help improve our content, products and 

services and to help us better understand our customer requirements and interests;

d) target our marketing and advertising campaigns more effectively by providing interest-

based advertisements that are personalised to your interests; and

e) make your online experience more efficient and enjoyable.


In most cases we will need your consent in order to use cookies on this website. The exception is 
where the cookie is essential in order for us to provide you with a product or service you have 
requested.


Third-party links - This website may include links to third-party websites, plug-ins and applications. 
Clicking on those links or enabling those connections may allow third parties to collect or share data 
about you. We do not control these third-party websites and are not responsible for their privacy 
statements. When you leave our website, we encourage you to read the privacy policy of every 
website you visit. 


Consent


If you visit our website when your browser is set to accept cookies, we will interpret this as an 
indication that you consent to our use of cookies and other similar technologies as described in 
this website cookie policy. If you change your mind in the future about letting us use cookies, you 
can modify the settings of your browser to reject cookies or disable cookies completely.




Description of cookies


The types of cookies we use on this website include:


a) Essential Cookies – Essential cookies are those cookies which are essential for the operation 
of a website. Essential cookies include cookies such as login cookies. 


b) Functionality Cookies –These cookies recognise you when you return to a website, they 
remember your preferences and they provide enhanced, more personalised features. 


c) Analytics/Performance Cookies –Analytics cookies, along with other information, allow 
websites to calculate the aggregate number of people using a website and which features of a 
website are most popular. This information is generally used to improve the website. 


The table below provides some information on the cookies which we use on our website: 




How to turn off cookies


Cookie Name

1st 
Part
y or 
3rd 
Part
y 
coo
kie

Cooki
e 
Type Purpose

Durat
ion

_ga

3rd 
Part
y

Analyt
ical

This is a Google Analytics cookie. It registers a unique ID 
that is used to generate statistical data on the use of our 
Site. 
More information about Google Analytics can be found here: 
https://developers.google.com/analytics/devguides/collection/
analyticsjs/cookie-usage


Two 
years
.

_ga_NV3YJN
0QCQ

3rd 
Part
y

Analyt
ical

This is a Google Analytics cookie. It is used to persist 
session state. The NV3YJN0QCQ part is the container ID.  
 
More information here https://developers.google.com/
analytics/devguides/collection/analyticsjs/cookie-usage


Two 
years
.

_hstc

3rd 
Part
y

Tracki
ng

The main hubspot cookie for tracking visitors. Includes the 
domain, timestamps of first and last visit, and the timestamp 
of the current visit.  
 
More information here: https://knowledge.hubspot.com/
reports/what-cookies-does-hubspot-set-in-a-visitor-s-browser


13 
mont
hs

__hssrc

3rd 
Part
y

Tracki
ng

Whenever HubSpot changes the session cookie, this cookie 
is also set to determine if the visitor has restarted their 
browser. 
 
More information here: https://knowledge.hubspot.com/
reports/what-cookies-does-hubspot-set-in-a-visitor-s-browser
 Sessi

on

Hubspotutk

3rd 
Part
y

Tracki
ng

This cookie keeps track of a visitor's identity. It is passed to 
HubSpot on form submission and used when deduplicating 
contacts. 
 
More information here: https://knowledge.hubspot.com/
reports/what-cookies-does-hubspot-set-in-a-visitor-s-browser


13 
mont
hs

__hssc

3rd 
Part
y

Tracki
ng

This cookie keeps track of sessions. This is used to 
determine if HubSpot should increment the session number 
and timestamps in the __hstc cookie. It contains the domain, 
viewCount (increments each pageView in a session), and 
session start timestamp. 
 
More information here: https://knowledge.hubspot.com/
reports/what-cookies-does-hubspot-set-in-a-visitor-s-browser


30 
minut
es
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If you do not want to accept cookies, you can change your browser settings so that cookies are not accepted. 
If you do this, please be aware that you may lose some of the functionality of this website. For further 
information about cookies and how to disable them please go to the Information Commissioner’s webpage on 
cookies: https://ico.org.uk/for-the-public/online/cookies/.


Contact details


If you have any queries about this Policy, need further information or wish to lodge a complaint you 
can use the details below to contact the relevant party.


For the attention of Hector Macandrew or Nicola Weedall


Co-Founder


HN Flow Ltd (trading as Hydr)


Bonded Warehouse, 18 Lower Byrom Street, Manchester M3 4AP


hello@hydr.co.uk 


Changes to this Policy


We may change this Policy from time to time. You should check this policy occasionally to ensure that you 
are aware of the most recent version that will apply each time you access the website. 
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